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1 Introduction

Purpose

The main purpose of this manual is to provide
necessary information for a quick installation of
Aperio Online based products using the Aperio
Online Programming Application.

The manual is intended for installation
personnel, project managers and people with
similar responsibilities.

Scope

This manual includes a complete description
of all functionality and possible settings in the
Aperio Online Programming Application.

For quick installation instructions of a standard
Aperio online system including communication
hubs and locks/sensors. refer to ref [ 2], Aperio
Online Quick Installation Guide.

This manual is applicable to version 2.6.4 of the
Aperio Online Programming Application.

Abbreviations and Definitions

Applicable Products
This manual can be used for all versions of
communication hubs.

Abbreviation Definition
EAC Electronic Access Control. The system controlling access decisions.
DIP Dual in-line Package. A manual electric switch used for settings on the
communcation hub.

RFID Radio Frequency Identification. The credential technology used.
References

[1] ST-001323-Aperio Online Mechanical Installation Manual

[2] ST-001322-Aperio Online Quick Installation Guide
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Figure 1.
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The Aperio system

The Aperio system is used in the following way:
The user holds an RFID card in front of the lock.
The lock sends card credentials wirelessly to the
communication hub and the communication
hub (wired through RS-485 or Wiegand) then
communicates with an EAC (Electronic Access
Control) system. The EAC system then makes
the access decision. The decision is sent via the
communication hub to the lock and access is
granted or denied.

The Aperio programming application
The Programming Application is used for the
configuration of a door installation. It is installed
on a laptop. The laptop has an Aperio USB

radio device connected to one of its USB ports.
The USB radio device enables the application

to connect via a communication hub to the
door lock. The lock communicates via the
communication hub either with the EAC or with
the Programming Application. Read more in the
Aperio Online Programming Application Manual.

A RS-485
A or Wiegand

EAC system
(Electronic Access Control)

Regulatory and security information
See section "6 Regulatory Information Regarding
the Aperio USB Radio Dongle" on page 76.

Communication hub versions and
EAC interface

There are four communication hub types
according to the table below:

. Maximum number of
Version | Interface .
locks/units

AH15 Wiegand/RS 485* 1

AH20 Wiegand 1
8 1

AH30 RS-485 (EAC address (EAC address
1-15) 15-63)

*) The firmware type loaded into the communication hub
controls what interface is enabled.
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3 The Programming Application Overview

About the Programming Application

- Software running under 32-bit or 64-bit versions of Windows 7, Windows 8 Vista or XP.

- Java Runtime Environment 1.7.13, 32-bit version bundled with Aperio Programming Application.
- Multi-language installation management tool.
- Encrypted installation database.

Refer to section "5 Installation of Programming Application and Drivers" on page 60 for installation
and upgrade from earlier versions.

Main view

The main view of the Programming Application consists of three areas:

- Menu bar
- View area
- Status bar

Eile Sgan Settings Help

1
| | & 2peria Programming &pplication - [New_installation]
1

Lackfsensar
01143

Cammunication Hub
0z16F1

EAC Address
1

UHF Link

013542

024521

0148E8

024521

O148ED

024521

1
z
3

Status bar

The status bar contains the following information:
- USB Radio indication

- Date label
[

4 USB Radio (COM 103

J7_J

Menu bar

View area

e o e e e e e e e

Status bar

:

May 14, 2013 514355 PM
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User settings

The User Settings (on the Settings menu) contains settings that are applicable to all installations:
%E¥ User Settings
! Settings

Select the application language,
You will have to restart Aperio™ Programming Application.

Application Language | English | «

~%erial Port Settings
Select how the USB Radio device shall be detected.

Automatically detect USE radio at startup
USE Radio Port | Communication port 3 Refresh port lisk

- Advanced Settings

Enable advanced device configuration in the configuration wizard.
If adwanced device configuration is enabled it is possible to change radio channels and perform advanced lack and sensor configurations.

Shawe advanced settings

Log Level Settings

Log level

This festure should be used only for support pumposes

o) [Cam]

- Language settings: Select the language used by the Programming Application.

- Serial port settings: Automatically detects USB radio at start up: Uncheck this option to manually
specify the port used by the USB Radio Dongle, in case of hardware conflict.

- Advanced settings: Check this box if you need to perform advanced hub and lock configurations:
keypad configuration, advanced settings (changing the radio channel) and advanced lock settings.

- Log Level Settings: Used for trouble shooting purposes. Contact your Aperio supplier for more
information.

Software version
To check the version of installed software, select About Aperio Programming Application on the Help

menu:

LICENSE AGREEMENT

u
Thig is a legal agreement between you, the end user, and ASSA ABLOY

W I re I ess Ifyou do not agree to the terms of this agreement, please return the
package and the accompanying items {including written material and
hinders or other cortainers) to the place you obtained thern fora full

lock

1. GRANT OF LICENCE

te C h n o I O ASSA ABLOY permits you to use one capy of the software on one single
computer ar, on & single hard disk for use by you in a local network,
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USB radio indication
USB Radio together with a green check mark indicates that the serial port used is ok and the radio
device is ready to transmit data.

|
‘ (4 USB Radio (COM 10)

USB Radio together with a red dot indicates that the serial port or the USB radio device is not ok.

&3 USB Radio

Installation View overview

The installation view is the main window when working with door installations. This window is
automatically displayed after logging in to an installation and after the scanning process. To display it
manually, enter the Views menu and select Installation view.

%Z* Aperio Programming Application - [Mew_installation] EI@
File Sgan Settings Help
Lockfsensor Communication Hub EAC Address UHF Link. Communication Hub [0216F1]
13542 024521 1 (9 MAC Address 00:17:72:01:02:02:16:F1
[ 024521 > 5 o Firmware Flavor R5485 [Aperio protocol]
0148ED 024521 3 = Firrnwiare Yersion 6.0.22795
Bootloader Version 1.25
Radio protocol version 23
Channel 19 (2.445 GHz)
Radio channels 14,19, 25
PANID 16F1
EAC addressing mode Hormal address offset
DIP switch value 1
EAC Address [DIP Switch]
Mumber of paired lacks and sensots 1
Devwice Status EAC offline
Lock/sensor [011C43]
MAC Address 00:17:72:01:02:01:1c:43
Assigned Address ox115e
EAC Address 1
Radio protocal version 23
Device Status Lock/sensor offline
.4 USB Radio (COM 10) May 14, 2013 3:48:55 PM

The following information is shown:

- Lock[sensor: Indicates if there is a lock/sensor paired with the communication hub. If there is a
paired lock/sensor the MAC address of the lock/sensor is shown.

- Communication hub: The MAC address of the communication hub.

- EAC Address: Shows the EAC address for the lock paired with this communication hub.

- UHF Link: Indicates the strength of the UHF wireless link (through the USB Radio device) between
the communication hub and the Aperio Programming Application.
Green: Good
Yellow: OK
Red: Not OK (firmware upgrade not allowed)
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- Security Mode: Indicates the security mode of the communication hub. During final installation all
locks and hubs must be changed from Manufacturer mode to Customer mode.

Customer mode Door is using secure radio communication with the customer encryption key.

= Manufacturer mode Door is using insecure radio communication with the default encryption key.

- Warning indications: The following warning levels are given. Hoover with the mouse to see more
information.

0 For example: Security mode for communication hub is undefined.
0 For example: The communication hub firmware (rfif) version is older than Aperio Programming
Application.

For example: The communication hub is not paired with any lock.

a For example: The security modes in communication hub and lock are not equal and should be changed,
see section "Change EAC address" on page 45.

- Detailed information of selected hub and lock/sensor is shown on the right side of the window.

Right clicking a communication hub or lock/sensor will give access to the functions available in the
Programming Application. See chapter "4 Programming Application Functions" on page 9 for an
overview of all functions.

[E=3 e =

%Z* Aperio Programming Application - [Mew_installation]
File Scan Settings Help

Lock/sensor

Communication Hub

EAC Address UHF Link.

Apply configuration

Configure...

Lockfsensor [011C43]

»

»

Communication Hub [0216F1] *

Upgrade Firmware, .,

T &

Pairwith lock or sensor
Retrieve system information..,

Change radio channels...

Change EAC Address

Change physical location name..,

Suvitch to Custamer Mode

Communication Hub [0216F1]

MAC Address
Firmvare Flavor
Firrnwiare Yersion
Bootloader Version
Radio protocol version
Chaninel

Radio charnels
PANID

EAC addressing mode
DIP switch value

EAC Address

Mumber of paired lacks and sensors

Device Status

Lock/sensor [011C43]
MAC Address
Assigned Address
EAC Address

Radio protocal version

00:17:7a:01:02:02:16:F1
RS485 [Aperio protocol]
6.0.22795

1.25

23

19 (2.445 GHz)

14,19, 25

16F1

Hormal address offset
1

[DIP Switch]

1

EAC offline

00:17:7a:01:02:01:1c:43
0x117e
1

[Unknown]

4 USB Radio (COM 100

May 14, 2013 5:02:11 PM
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4 Programming Application Functions

Opening/creating installations
An installation is a password protected set of settings you need when you want to communicate
with a hub and/or a lock. An installation is linked to an encryption file that is needed in order for the

communication to work.

1) Select File - New or Open.

“E* Aperio Programming Application - [Mew_ins
Scan Settings Help

MNew... Ctrl+M
Open.., Ctrl+0
Export/Import Configurations...

Exit Ctrl+F4

Scanning and adding communication hubs

1) After opening an installation the scanning process starts automatically. To manually scan for communication
hubs, select Scan - Quick Scan.

% Aperio Programming Applica

File Settings Help

Quick scan FT “E Scanning @
Scan Ctrl +F7 Please walt

0%
Refresh  F5 ‘ - ‘

Result: All communication hubs within reach of the USB Radio device of your computer are displayed in the
scan result table.

= =

Select the Communication Hub to retrieve detailed information from
Check the hoxes for each Communication Hub and press "Show details. " to
refrieve detailed information
To select all, click in the checkbox in the title row, or press Cirl + "A" or Cirl +"+"

[7] Communication Hub Radio channels UHF Link

[ |z9e8 12, 16, 24 g -

[[])icap 15, 20 @ =

[ |za51 13, 18, 23 =

[ [18F1 14, 19, 25 =

[]|oD3e 11, 18, 25 @ [7]

[E|szFc 11, 1, 25 & | @

[ |29e8 11, 16, 26 =

[ 12, 25 = E

[ |29Fs 15, 20 @ =

[]|2as0 15, 20 @ & | @

[ |a3e7 13, 23 @ =

[]|za10 14,19 =

[ [4s21 11,16, 25 g

[]|2oEA 14, 21 3 L

[]|czoc 14, 21 @ = -

Rescan | [ showdetals | [ cancel

2) Locate acommunication hub by the last four characters of the communication hub MAC address (ex. 01CF)
in the scan result table. The same characters should be on a label on the cover of the communication hub.
Click Rescan if the communication hubs that you want to configure are not shown in the list.

3) Select the communication hub(s) that you want to include in your installation. Click Show details to view
detailed information in the installation view.

Aperio™ Online Programming Application Manual, Document No: ST-001321-A Date: 8 juli 2013 9
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4 Aperia Pragramming Application - [Mew_installation] [E=RE=h|
File Scan Ssttings Help
Lack/sensor Cormmunication Hub EAC Address UHF Link
i TN
024521 [Unknuwn] E’ L Communication Hub [0216F1] not paired with any device
Communication Hub [0Z16F1]
MAC Address 00:17:7a:01:02:02:16:11
Firmware Flavor R5485 [Aperio protocol]
Firmware Version 6.0.22795
Bootloader Yersion 1.25
Radio protocol version 23
Channel 19 (2.445 GHz)
Radio channels 14,18, 25
PAN ID 16F1
EAC addressing mode  Hormal address offset
DIP switch value 1
EAC Address [DIP Switch]
Device Status EAC offline
4 USB Radio (COM 10} May 28, 2013 4:32:18 PM

Pairing locks/sensors with communication hub
AH30 version of the communication hub can be paired with a combination of up to 8 locks/sensors.
AH15/AH20 can manage one lock/sensor.

1) Right click and select Communication hub - Pair with lock or sensor.

G Bperio ing Appl - [Mew_i oo =
File Sgan Settings Help
Lack/sensor Communication Hub EAC Address UHF Link.
0z16F1 | unknown] | || a &
) i any device
Configure.. r—‘gl—
= = Hub [024521]
Communication Hub [024521] ¥ Pairwith lock or sensor
00:17:72:01:02:02:46:21
Upgrade Firmware... ‘ Retrieve system information... e
Change radio channels.. RS485, Multiple: Lock [Aperio protocq
Change EAC Address ! 6.0.22195
Change physical location name... " 125
Switch to Customer Mode rsfn 23
Channel 25 (2.475 Ghz)
Radio channels 11,16,25
PAN D 4521
EAC addressingmode  Legacy address offset
DIP switch value 1
EAC Address [DIP Sweitch]
Device Status. EAC offline
<[ i "
4 USB Radio (COM 100 May 28, 2013 4:44:30 PM

2) The pairing process starts. Hold the credential at the lock, or engage the magnet for the sensor to pair the
hardware with the communication hub.

Aperio™ Online Programming Application Manual, Document No: ST-001322-A Date: 8 juli 2013
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ZZ% Pair with lock or sensor @

Lock

Show a card to the Aperio™ lock and wait for visual indication
frorn the lock's LED. When the LED have stopped blinking,
you may click "Done” to see the pairing result.

Sensor

Openthe doorto activate the sensor, Click"Done" afterward
to see the pairing result.

Show card/iEngage sensor

Time remaining until timeout: 27 seconds

3) When the lock has stopped blinking you can click Done to see the pairing result.
Result: The result is displayed.

%Z* Pairwith lock or sensor @

Pairing result
The result of the pairing request is presented below.

Communication hub paired successfully to
0148ED

Clase

Aperio™ Online Programming Application Manual, Document No: ST-001321-A Date: 8 juli 2013
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Configure function - Wizard
Open the configure function by right clicking a communication hub or lock/sensor and selecting
Configure.

B Aperio Application - [New_i
File Scan Settings Help
Lockjsensor Communication Hub EAC Address
013542 02457 Configure...
014568 02452
= Lock/sensor (011C43] o

0148ED 02452
f = Communication Hub [0216F1] *

Upgrade Firmware...

Depending on the hardware, different windows will appear in the wizard.

Security mode, radio channels and status message interval will be applied only to the lock/
sensor or the communication hub, depending on which hardware menu that was selected
on the right click menu.

The following sections describe each window in the wizard.
RFID configuration (Lock/sensor)

A corresponding firmware for the given RFID type must be installed on the locks[sensors.
Click Add/Change to enter the settings for each credential type.

“& Configure Lock/sensor [013542]

RFID Configuration
Mote that current RFID configurations in the Aperio™ lock are not displayed. Selectthe
RFID type youwant to configure fram the tabs below

§ T MEFARE Classic i MIFARE Plus DESFire Low frequency | Legic ‘

Changes to be senk:

Remove changes Add/Change. ..
o
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MIFARE Classic UID (Default)

2 Change MIFARE Classic configurstion 23]

Use MIFARE Classic RFID
RFID Card Type | MIFARE Classic UID

Mo parameters available

No settings are made to MIFARE Classic UID.

If you want to prevent MIFARE Classic from being read at all by the lock, uncheck Use MIFARE Classic
RFID.

MIFARE Classic Sector
Select MIFARE Classic Sector in the RFID Card Type drop down list.
2 Change MIFARE Classic configuration [
Use MIFARE Classic RFID
RFID Card Type |MIFARE Classic Sector ]
Sector 1
Start Address in Sector 5
Length to read in Sector 15
MIFARE Authentication Key | 112233445566
Read Key MIFARE key &

- Start Address in Sector: Parts of blocks within a sector can be used for credential data: 0 to 47 for
1K MIFARE Classic credentials. For 4K MIFARE Classic credential 0-47 (Start sector 0 to 31)and 0 -
239 (Start sector above 31)

- Length to read in Sector: Length of the credential data: 1 - 48 (Start sector above 31 we cannot use
a credential larger than 48 bytes even though we have more blocks available in these sectors.

- MIFARE Authentication Key: A 16 bytes long hexadecimal key is required to read the credential
data: For example: 00112233445566778899AABBCCDDEEFF

- Read Key: Select the read key that the credential is configured to use for sector reading. The lock/
sensor will give access only for this key.

If key B is selected as sector data read key, make sure that the access bits on the credential

prevent reading of key B. If key B is readable on the credential, key B cannot be used to read
the credential data.

Aperio™ Online Programming Application Manual, Document No: ST-001321-A Date: 8 juli 2013 13
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Example:
To read the user data shown in the figure below, 17 10 19 80, and use the Authentication Key
001122334455 together with MIFARE Key A.

Byte Mumber within a Block
Sector Block 0|I |2|3|4|6 6|?|E|9 1D|11|12|13|14|15 Description

15 3 Key A Access Bits Key B Sector Trailer 15
2 Data
1 Data
0 Data

14 3 Key A Accoss Bits Key B Sactar Trailar 14
2 Data
1 17 |10(19 (g0 Data
0 Data

1 3 Key A Access Bils Key B Sector Trailer 1
2 Data
1 Data
0 Data

o 3 Key A Access Bits Key B Sector Trailer 0
2 Data
1 Data
o Manufacturar Data Manufacturar Block

The configuration should look like this:

2 Change MIFARE Classic configurstion 23]

@)

Use MIFARE Classic RFID

RFID Card Type | MIFARE Classic Sector

Sector 14

Start Address in Sector 17

Length to read in Sector 4

MIFARE Authentication Key (001 122334455|

Read Key MIFARE key &

Cancel

14 Aperio™ Online Programming Application Manual, Document No: ST-001322-A Date: 8 juli 2013
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MIFARE Plus UID

2 Change MIFARE Plus configuration (=50

Use MIFARE Plus RFID
RFID Catd Type |MIFAREPlus UID -

Mo parameters available

No settings are made to MIFARE Classic UID.

If you want to prevent MIFARE Plus UID from being read at all by the lock, uncheck Use MIFARE Plus
RFID.

MIFARE Plus Sector
Select MIFARE Plus Sector in the RFID Card Type drop down list.
“E* Change MIFARE Plus configuration (==

Use MIFARE Plus RFID

RFID Card Type | MIFARE Plus Sector -

Sector 1

Start Address in Sector 5

Length to read in Sector 15

MIFARE Authentication Key (001 12233445566??8899AABBCCDDEEFF|

Read Key MIFARE key A

- Start Address in Sector: Parts of blocks within a sector can be used for credential data: 0 to 47 for
1K MIFARE Classic credentials. For 4K MIFARE Classic credentials 0-47 (Start sector 0 to 31) and 0 -
239 (Start sector above 31)

- Length to read in Sector: Length of the credential data: 1 - 48 (Start sector above 31 we cannot use
a credential larger than 48 bytes even though we have more blocks available in these sectors.

- MIFARE Authentication Key: A 16 bytes long hexadecimal key is required to read the credential
data: For example: 00112233445566778899AABBCCDDEEFF

- Read Key: Select the read key that the credential is configured to use for sector reading. The lock
will give access only for this key.

If key B is selected as sector data read key, make sure that the access bits on the credential

prevent reading of key B. If key B is readable on the credential, key B cannot be used to read
the credential data.

Aperio™ Online Programming Application Manual, Document No: ST-001321-A Date: 8 juli 2013 15
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Example:

Since MIFARE Plus has the same memory organization as MIFARE Classic, we can use the same
configuration. We will also use Key A but here the length of this key should be 16 bytes, in this
particular case: 00112233445566778899AABBCCDDEEFF.

The configuration should look like this:

“E* Change MIFARE Plus configuration (=]

Use MIFARE Plus RFID

RFID Card Type |MIFARE Plus Sector -

Sector 14
Start Address in Sector 15
Length to read in Sector 4\
MIFARE Authentication Key  00112233445566776599AABBCCODEEFF

Read Key [MIFARE Kay A -

DESFire UID

¥ Change DESFire configuration

Use DESFire RFID
RFID Card Type | DESFire UID + |

Mo parameters available

No settings are made to DESFire UID.
If you want to prevent DESFire from being read at all by the lock, uncheck Use DESFire RFID.

16 Aperio™ Online Programming Application Manual, Document No: ST-001322-A Date: 8 juli 2013
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DESFire
Select DESFire in the RFID Card Type drop down list.
¥ Change DESFire configuration @

Use DESFire RFID

RFID Card Type |DESFire |

Application 1d 1
File 1dentity 2
File: Start Position 12
Length to read in File &

File Data Protection Level | Data authenticated by MAC «

Read Key Configuration
Key Type MAES-128 w

D0112233445566776890LAEEC

Key CDDEEFF
Key Number |0

- Application Id: To configure the lock for file credential reading, you need to set first the Application

Id of the application which contains the file. A credential can have up to 32 applications.
Application Ids range from 0 to 16777215.

- File Identity: You need to type the File Id of the file you want to read. Every application can have up

to 28 files. File Ids range is 1 to 255.

- File Start Position: You need to indicate the byte index where you want to start to read the file. If

you type 0 it will start from the beginning of the file.

- Length to read in File: Type the length of the data you want to read. The length is specified in bytes.

Minimum length is 1 and the maximum length supported by the Aperio lock is 48 bytes.

- File Data Protection Level: Select one of the three options (Plain, Data Authenticity by MAC, Full

Encryption) depending on the data type of the file.

- Key Type: Select one of the four options (DES, 2K3DES, 3K3DES, AES-128) depending on the crypto

used by your application’s key. Type the key value in hexadecimal. DES, 2K3DES and AES-128 are 16
bytes keys, 3K3DES is a 24 bytes key.

- Key Number: Each application can store up to 14 keys. Key 0 is always the application’s master key.

Enter which key number from the application you want to use. Key numbers range from 0 to 13.

Example:

KEY AES 128 nr: &
AlD: 1235 0112233445566 778893 AABBCCDDEEFF

FID: 1

| |
FID: 2 Encrypted

[17101980 |
FID: 3

Aperio™ Online Programming Application Manual, Document No: ST-001321-A Date: 8 juli 2013 17
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The configuration should look like this:

¥ Change DESFire configuration @

Use DESFire RFID

RFID Card Type |DESFire |

Application 1d 1235
File 1dentity 2
File: Start Position 0
Length to read in File 4

File Data Protection Level | Full encryption

Read Key Configuration
Key Type MAES-128 w

D0112233445566776890LAEEC

Key CDDEEFF
Key Mumber O
Low frequency

¥ Change Low frequency con.., @

Select low frequency type |}

o | [Cea ]

In the list, select the low frequency credential type to use:
- HID Prox

- EM Prox

This credential type cannot be used together with any other credential types.

The following information is not applicable for US market:
Before the lock/sensor has been configured with the Programming Application, the lock/
sensor will accept any Low Frequency credential technology.

Once the lock has successfully read 3 times any credential technology the lock/sensor will

only accept this credential technology. If the power is toggled the lock/sensor will return to
the initial state of accepting any credential.

Once a specific credential technology has been configured via the Programming Applica-

tion, this will be the only accepted type of credential. The lock will remain in this condition
after the power has been toggled.

18 Aperio™ Online Programming Application Manual, Document No: ST-001322-A Date: 8 juli 2013



Aperio™ Online

Legic UID

“Z* Change Legic configuration

of

Allowed card types

At least one card bype must be selected,

[ Prime
[] 150 15693
[7]150 14443 &

Configuration bype .UID - ]

]

In the list, select the card type to use:
- Prime

- 1S0 15693 (Advant)

- ISO 1443 A (Advant)

No other settings are made to Legic UID.

Aperio™ Online Programming Application Manual, Document No: ST-001321-A Date: 8 juli 2013

19



Aperio™ Online

20

Legic UID with data

“Z* Change Legic configuration

=f

Allowed card types

At least one card bype must be selected,
Prime
150 15693
IS0 14443 A

Configuration bype 'UID and data ¥ |

Segment search
Search skring (hex) | 30030009
Segment type Filker :A:cess v:

Start segment 0

Data
[] Use the First byke of the search string as address 0 for Advant

Start address a
Nurber of bytes |8

Checksum

Type CRC 16-bit -
Data start address |0

[Data length ]

Checksum address |6

Cancel

In the list, select the card type to use:
- Prime

- 1S0 15693 (Advant)

- ISO 1443 A (Advant)

Select UID with data in the drop down list.

Segment search:

- Search string (hex): Max 24 characters hexadecimal, even number. For example: 30030009.

- Segment type filter: The type of segment, None, Access or Data.

- Start segment: Specifies the segment from which to start the search. It is useful in cases where more
than one similar search string exists. Integer in the range of 0-255.

Data:

- Use the first byte of the search string as address 0 for Advant: Only for Advant card types, in order to
change the data addressing of Advant. The first data byte will be the first search string/stamp byte.

- Start address: Specifies the start address of the data. Integer in the range of 0-255.

- Number of bytes: Specifies the number of bytes of data to be read. Integer in the range of 1-45.

Checksum:

- Type: "None" does not require any of the checksum related fields to be specified, but CRC 8-bit and
16-bit does.

- Data start address: Specifies the address where the data which checksum is to be calculated starts.
Integer in the range of 0-255.

Aperio™ Online Programming Application Manual, Document No: ST-001322-A Date: 8 juli 2013



Aperio™ Online

- Data length: Specifies the length of the data in number of bytes to be read. Integer in the range of

0-255.

- Checksum address: Specifies the address where the checksum is located. Integer in the range of

0-255.

The credential data start address differs between Legic Prime and Legic Advant:
For Legic Prime cards the first data byte starts with the first search string/stamp byte.
For Legic Advant cards the first data byte starts with the first byte in the data area.

Example: Legic Advant Card

Segment 0:

Search String: 30 03 00 08
Segment type: Data

Data length: 8 bytes
Checksum: CRC 16 byte 0-5
Checksum address: 6

“Z* Change Legic configuration

Allowed card types

At least one card bype must be selected,
Prime
150 15693

Configuration bype 'UID and data ¥ |

Segment search
Search skring (hex) | 30030005
Segment type Filker :Nuns

Start segment 0
Data

[] Use the First byke of the search string as address 0 for Advant

Start address a
Nurber of bytes |8

Checksum

Type CRC &-bit
Data start address |0
[Data length ]
Checksum address |6

=f
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Segment 1:

Search String: 30 03 00 09
Segment type: Access

Data length: 24 bytes
Checksum 1: CRC 16 byte 0-10
Checksum 1 address: 11

Checksum 2: CRC 16 byte 13-21
Checksum 2 address: 22

“Z* Change Legic configuration

Allowed card types
At least one card bype must be selected,

| Prime

| IS0 15693

Configuration type |UID and data

Segment search
Search skring (hex) | 30030009
Segment type filter | Mone

Start segment 0

Data
Use the first byte of the search string as address 0 For Adwvant

Start address a
Nurber of bytes |24

Checksum

Type CRC 16-hit
Data start address |13

[Data length 9
Checksum address |22

Cancel

® [

or

“Z* Change Legic configuration

Allowed card types

At least one card bype must be selected,
| Prime
| IS0 15693
V]IS0 14443 &

Configuration type |UID and data

Segment search
Search skring (hex) | 30030009
Segment type filter | Access

Start segment 0

Data
Use the first byte of the search string as address 0 For Adwvant

Start address a
Nurber of bytes |24

Checksum

Type CRC 16-hit
Data start address |0

[Data length 11
Checksum address |11

Cancel

® [

Only one checksum can be selected.

To include the search string in the first data byte, check the Use the first byte of the search string as

address 0 for Advant.
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Example: Legic Prime Card
Segment 0: (only segment)
Search String: 30 03 00 08
Segment type: Data

Data length: 8 bytes
Checksum: CRC 8 byte 0-6
Checksum address: 7

“Z* Change Legic configuration

s f

Allowed card types

At least one card bype must be selected,

Prime
150 15693
I50 14443 A

Configuration bype 'UID and data ¥ |

Segment search
Search skring (hex) | 30030005
Segment type Filker :Nuns v:

Start segment 0
Data
[] Use the First byke of the search string as address 0 for Advant

Start address a

Nurber of bytes |8

Checksum

Type CRCEBE .

Data start address |0
[Data length 7
Checksum address |7
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Advanced settings - Keypad configuration (Lock)

This window is only visible if Show advanced settings is activated in User Settings window, see
section "User settings" on page 6.

1) Click Change to enter specific Keypad configuration.

2 Configure Lock/sensar [013542] @
Keypad configuration
Setthe keypad configuration if needed. Click "Next' to continue.
Change Keypad configuration
Disable Keypad [ Change... l [ Remove changes
i Back | [ pomext | [ concel

2) Choose between two reading modes:

“E* Change Keypad configuration @
Enable Keypad
PIN reading made Fied length

Enter PIN lenath 4|

- Fixed length: PIN is set to use a fixed length.
- Enter PIN length: A value between 1 and 16, as specified by the EAC.

“E* Change Keypad configuration @
Enable Keypad
PIN reading made 'End Character +

Select character # - | ascyss

- End character: PIN is sent to the EAC after an end character is pressed.

- Select Character: One of the non-numeric characters on the keypad can be used to submit the pin
For example: The user enters the PIN followed by a # on the keypad.
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Override credential (Lock)
The override credentials are used to gain access to an area when the EAC is offline or when the lock

has lost connection with the communication hub. Only the credentials from the override list will be
granted access when the system is offline. You may add 10 override credentials to a door.

Use of override credentials when using a Wiegand hub requires that DIP switch 1 is set to
position ON.

Tip: You do not have to enter the override credential data manually for every door to be configured.

This can be saved using the Save configuration function as the last step of the configuration wizard.

1) To add an override credential, select the desired card type in the drop down list and click Add.

2 Configure Lock/sensar [013542] @

Override Credential

Add and replace override credentials. If no changes are made, the credentials in the
lock will be left unchanged. Mote that the list below does not show credentials currently
Inaded into the lock. Ifyou load new cards into the lock the o/d cards are replaced.
Click"Mext" to continue.

(MIFARE UID (Classic/Plus) -]

MIFARE UID (1 fPlus)
MIFARE Sectar (ClassiciPlus) Description
MIFARE Sector and UID {ClassicPlus)

IS0 144436 UID

IDESfire:

iClass

HID Prox and EM Prox

IPIN Delete
[oeas

lLegic LID

lLeqic Data Clear

[ Remave all credentials in lock.

l 4 Back ] [ B Mext l [ Cancel ]

See the list below for a description of each credential.

If you check Remove all credentials in the lock, all existing override credentials in the lock
will be deleted during the configuration process.
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MIFARE UID

&Y Enter new owerride credential @

Enter new override credential

Enter UID for the credential. You may also enter a
description of the credential

Card Type
Card Type |MIFARE Classic
uIp

The UID is enterad using hexadecimal format
For example: 2547 8FA4

12345675

Description | Janitar

- Card Type: MIFARE Classic or MIFARE Plus
- UID: Card number

- Description: For example the credential owner.

MIFARE Sector

4% Enter new override credential @

Enter new override credential
Enter sector data for the credential. You may also
enter a description ofthe credential.

Card Type
Card Type |MIFARE Classic
Sector data

The sector data is entered in hex format
Forexample: 99AABECCDD

00112233

Description | Janitor|

[ QK ]I Cancel I

- Card Type: MIFARE Classic or MIFARE Plus

Sector data: Sector data stored on the credential. This value is normally stored in the EAC.
- Description: For example the credential owner.
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MIFARE Sector and UID

Z¥ Enter new override credential @

Enter new override credential

Enter UID and sector data for the credential, You
may also enter a description afthe credential.
Card Type

Catd Type | MIFARE Classic

uIp

The UID is entered using hexadecimal format
For example: 25A78FA4

11223344
Sector data

The sector data is entered in hex format
For example: 39AABBCCDD

12345ABCDE

Description | Janitar

- Card Type: MIFARE Classic or MIFARE Plus
- UID: Card number

- Sector data: Sector data stored on the credential. This value is normally stored in the EAC.
- Description: For example the credential owner.

ISO 14443B UID

&Y Enter new owerride credential @

Enter new override credential

Enter UID for the credential. You may also enter a
description of the credential

uID

The UID is enterad using hexadecimal format
For example: 2547 8FA4

11223344

Description | Janitar

- UID: Card number.
- Description: For example the credential owner.
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DESFire

%E* Enter new override credential @

Enter new override credential
Enter the credential in hexadecimal format
File data

The sector data is entered in hex farmat
For example: 998ABBCCDD

12344BCD

Description | Janitar

- File data: The file data stored on the credential.
- Description: For example the credential owner.

iCLASS

Z¥ Enter new override credential @

Enter new override credential

Enter the credential in hexadecimal forrmat.
Appended with zeros ifthe credential data does |8
notfitinto an even number of bytes. For

example: 10 hit credential data 1111111101
Appended with zeros 1111111101000000

n

s AT b oo nainn ol foroant

Size in bits [1..144] |10

11zz
Credential

Description | Janitar

- Size in bits [1...144]: Number of bits used for credential data on the iCLASS credential.

- Credential: Card credential appended with zeroes on the right side, and translated to hexadecimal
format.

- Description: For example the credential owner.

HID prox and EM prox

Z¥ Enter new override credential @

Enter new override credential

Enter the credential in hexadecimal forrmat.
Appended with zeros ifthe credential data does |8
notfitinto an even number of bytes. For

example: 10 hit credential data 1111111101
Appended with zeros 1111111101000000

n

s AT b oo nainn ol foroant

Size in bits [1..144] |10

FF40
Credential

Description Jan|t0r|

- Size in bits [1...144]: Number of bits used for credential data on the credential.

- Credential: Card credential appended with zeroes on the right side, and translated to hexadecimal
format.

- Description: For example the credential owner.
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PIN

Enter new override credential
Enter the PIM for the credential

FIN 22323

Description Jan|t0r|

Z¥ Enter new override credential @

- PIN: PIN code

- Description: For example the PIN user.

Seos

Enter new override credential

Enter the credential in hexadecimal forrmat.
Appended with zeros ifthe credential data does |8
notfitinto an even number of bytes. For

example: 10 hit credential data 1111111101
Appended with zeros 1111111101000000

n rra

oo v e nmisn al fasonat

Size in bits[1..384] 10|

1111
Credential

Description | Janitar

Z¥ Enter new override credential @

- Size in bits [1...384]: Number of bits used for credential data on the credential.

- Credential: Card credential appended with zeroes on the right side, and translated to hexadecimal

format.

- Description: For example the credential owner.

Legic UID

&Y Enter new owerride credential @

Enter new override credential
Enter data for the credential. You may also enter a
description of the credential

uID

The UID is enterad using hexadecimal format
For example: 2547 8FA4

12345ABCDE

Description | Janitar

Cancel

- UID: Card number.

- Description: For example the credential owner.

Aperio™ Online Programming Application Manual, Document No: ST-001321-A Date: 8 juli 2013

29



Aperio™ Online

30

Legic Data

&Y Enter new owerride credential @

Enter new override credential
Enter data for the credential. You may also enter a
description of the credential

Data

The sector data is entered in hex format
For example: 39AABBCCDD

11222663 AAEE

Description Jan|t0r|

- Data: Sector data stored on the credential.
- Description: For example the credential owner.

Security Mode Settings (Communication hub and Lock/sensor)
This setting will apply for both the communication hub and the lock if only one lock is paired.

T Canfigure Carmpunication Hub [024521] [
Security Mode Setting
Setthe security rode that will be used for encrypted radio comrunication. Click"Next"
1o continue

Security Mode Setting

mchandey

Security mode will not be changed

4 Back ] [ B Mext l [ Cancel

1) Click Change in the Security Mode Setting area if you want to change the security mode, or click Next.

2) To change to customer mode, check the checkbox and click OK.

“E* Security Mode Setting @

[T fikch ko Customer mads In devics:

The default mode is Manufacturer mode, but you should always change it to Customer
mode. If you change to Manufacturer mode key the lock will no longer be using secure radio

communication.
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RS-485 settings (Communication hub)
For use of RS-485 there are the following options. Click Change... for each option to enter the
settings.

T Canfigure Carmpunication Hub [024521] [
Electronic Access Controller Settings
Change settings if needed. Click "Mext' to continue.
EAC addressing mode
Legacy address offset
Lock access decision timeout
Remote open
Remote open is inactivated
Enable EAC Address via DIP Switch
DIP Switch enabled
l 4 Back ] [ Mext § [ Cancel
EAC addressing mode

¥ Change EAC address.., [w25]
@ [eqacy address offset
() Mormal address offser

EAC addmss isin omler: 1, 2, 3,

The default EAC addressing mode is Normal address offset, which means that the communication
hub assigns the EAC address to the paired locks according to the addressing table, see the Aperio
Online Mechanical Installation manual. This setting is used when the EAC can handle addresses
without limit.

Legacy address offset is used when the EAC has a low limit for handling addresses, for example 32 or
64. The following example shows the addresses assigned to the locks on a communication hub with
address 1:

- Normal address offset: 1,17,33, 49,

- Legacy address offset: 1-8 (hub 1),9-16 (hub 2), 17-24 (hub 3).
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Lock access decision timeout

%Z* Change lock access .., @

Lock access decision tmeout 2|

This value sets the time (in seconds) the lock will wait for an access decision from the EAC.

If this time is extended and the HUB is offline the response time when using the PAP will be
longer. This is due to that each swipe of a credential will wait for the EAC response and with
a longer timeout, the response in offline will also increase.

Remote open
&% Remote open configuration @
] Enable remate aperi
Default unlock duration For Wiegand: & hours and |0 minutes

Checking the Enable remote open checkbox will enable the remote open functionality in the HUB.
As the wiegand interface does not support setting an unlock duration from the EAC, this must be
configured here.

Enable EAC Address via DIP Switch

@ enable DIP switch i)

Enable DIP swikch:

Checking the Enable DIP Switch checkbox will restore the EAC addressing to what is configured with
the DIP switches on the communication hub.

To disable the DIP switch the EAC address must digitally be set as well. To do this use the
Change the EAC address function on the right click menu for the communication hub.

Aperio™ Online Programming Application Manual, Document No: ST-001322-A Date: 8 juli 2013



Aperio™ Online

Advanced setting - Radio channel settings (Communication hub or Lock/sensor)
Always change the radio channel on the lock before changing on the communication hub.
This function is also available on the right click menu in the installation view.

1) Click Change... to set the radio channel the communication.

T Canfigure Carmpunication Hub [024521] [

Advanced Settings %2 Change radio chann... @
Change settings if needed
i1 72 408 Bz

Radio channels Settings 12 (2,410 GHz)

13 (2,415 GHz!
Current radio channels in de d b

14 (2.420 GHz)
15 (2,425 GHz)
16 (2,430 GHz)
17 (2.435 GHz)
18 (2,440 GHz)
19 (2,445 GHz)
20 (2.450 GHz)
21 (2,455 GHz)
22 (2.460 GHz)
23 (2.485 GHz)
24 (2,470 GHz)
25 (2,475 GHz)
26 (2.450 GHz)

Cancel

2) Deselect one or several of the used channels to make a new selection of channels.

For the US market channel 26 is disabled.
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Advanced Lock/sensor Settings

On this page you will be able to configure Battery Power Alarm Interval, Status Report Interval, Locking
Parameters, Card Read Indication and Sensor Events.

2 Configure Lock/sensar [013542] @

Advanced Lockisensor Settings
Change settings if nesded. Click"Mext" to continue.

Battery Power Alarm Interval

Status Report Interval

Locking Parameters

Card Read Indication

Sensor Events

l 4 Back ] [ B Mext l [ Cancel

Configure Battery Power Alarm

“Z* Configure Battery Powver Alarm Interval @

Battery Power Alarm Interval

The value below is the default value, notthe one

currently in the lock. The contral interval can be in
minutes or hours, depending on the type of lock

Control interval |60

The battery power alarm is sent from the lock to the EAC system and is used to indicate when it is
time to replace the battery. It may be necessary to configure the alarm triggering depending on the

type of battery used and the surrounding temperature, e.g. in cold surroundings the battery runs out
faster.

This only applies to products with lithium batteries that are using energy counter. For prod-
ucts with battery measurement on the secure side (P100/1100 currently), the interval you
set translates into hours, i.e. 6 minutes = 6 hours on those products.
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Status Report Interval

& Configure Status Report Interval @

Status Report Interval
The value below is the default value, not the one
currently in the Lockisensor.

Message Inkerval {minutes) |60

The interval setting is normally set to 60 minutes. If Remote Open functionality is used, this parameter
should be set to a shorter interval such somewhere in between 5 and 15 minutes.

Lowering the status interval time for any reason will have an adverse effect on the battery
life of the product.

As the status message interval is used by the communication hub to detect if the lock has gone
offline, any changes to this interval must be done on both lock and communication hub where the
lockinterval should be shorter than the interval in the communication hub. This is to ensure that no
intermittent offline situations occur.

When using an AH30 communication hub it is also important that all locks have the same status
interval as the communication hub will only have one ‘offline” interval for all locks paired.

Locking Parameters

& Configure Locking Parameters @

Tryto unlock timeout (seconds)
The time the lock tries to unlock, until it returns
a failure ifitis not possible

Lock open time {seconis)
The time period during which the lock is open

Lock J alarm timeout

Time period during which the main controller
constantly tries to lock a jammed lock until it E
sends a Lock Jammed Alarm to the EAC

system and returns to sleep mode

Lock jammed retry period (seconds)
Time between the retries in lock jammed mode

Lock jammed indication mode
The way in which the lock indicates that it has

heen jammed. il
Try to unlock timeaut (seconds) 2
Lock open time (secands) 5

Lock jammed alarm timeout (seconds) |30
Enable lock jammed retry
Lock jammed retry period (seconds) |60

Lock jammed indication mode |LED -

LEC:

[Buzzer
E (LED and buzzer

Here you configure timing for different operations in the lock:
- Try to unlock timeout (seconds): How long the lock tries to unlock before it returns a failure.
- Lock open time (seconds): How long the lock will be open in seconds (default=5s).
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- Lock jammed alarm timeout (seconds): How long time the system tries to lock the lock before it
sends an alarm to the EAC and goes back to idle state.

- Enable lock jammed retry: This enables a periodic retry to lock the lock according the settings
under “Lock jammed retry period (seconds).

- Lock jammed retry period (seconds): How long the lock will wait before it retries to lock the lock
in seconds (default=2s).

- Lock jammed indication mode: The way in which the lock indicates that it has been jammed. LED,
Buzzer and LED and buzzer are the different indication modes.

Configure Card Read Indication

%2 Configure Card Read Indication @

Card Read Indication

Caonfigure the way in which the lock indicates a
card read. Please note that you must know what
card read indication capabilities the selected lock
has since not all options here might be applicable
o every type of lock, Initial values shown here are
Just default values. The actual configuration is
never read from the lock.

Card Read Indicstion | NONE oo T

LED
Buzzer

LED and buzzer

Different locks can have a different mechanism for audio-visual indication of successful credential
reading. Here it is possible to disable credential read indication or to set it to LED. Some Aperio locks
have support for other mechanisms such as buzzers.

Sensor

& Configure Sensor Events @

[ Disable sensar events For uniock durations greater than

1 hours and |11 minutes

This setting applies for locks with built in sensor. By activating this function, the lock sensor will stop
sending passage events to the EAC for unlock durations longer than you set here. This setting will
save battery life in high traffic doors.

Device update page — Saving Configuration

=

Here a summary of configurations that will be transferred to the unit. The Device Update dialog box
shows a summary of the configuration tasks that will be downloaded to communication hub/lock/
sensor. The configuration may be used later to configure other devices with the same information, by
clicking Save configuration:
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1) The Save Configuration dialog box shows a summary of the configuration tasks that have been collected
during the different steps in the Configuration Wizard. You can exclude some tasks by simply ticking the

check box.

2) Recommended tasks to save could be:

- RFID configuration

- Change security mode
- Override credential

- Device time update

- And optionally some advanced features like Battery Alarm, Status configuration and Locking parameters).

If you choose to save a configuration, keep in mind that some configuration settings should not
be saved. Only save settings that are general for all locks in your installation. Tip: Create a set of
configurations for the most common settings in your system.

Save configuration to local storage

Select the configurations in the takle below that you want to
save. Then choose a name far the sefting and click OK 1o
save.

Configuration name | Default hub installation

Include configurations
\adding one override credentials

&Y Save Configuration @

Remote open

Card read indication

HEEE

ITime and date

3) Enter aunique and suitable name for this configuration in the Configuration name field. Choose this name

carefully, to make it clear what settings are changed in the lock/sensor or communication hub.. You could,

forinstance, name it according to the different configuration tasks or, if applicable, use a name that reflects

the specific door type.

Save configuration to local storage

Selectthe configurations in the table helow that you want to
save. Then choose a name for the sefting and click Ok to
save.

Configuration name | Default hub installation

Include configurations
Adding one override credentials

&2 Save Configuration @

Remote open

Card read indication

HEEE

Time and date
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4) Click OK.

Result: The configuration is saved in the local storage and the Save configuration window is closed.
Clicking Cancel on the Device Update page does not affect the locally stored configuration.

T Canfigure Carmpunication Hub [024521] [
Device Update

The seftings are now ready to be transmitted to Lockisensar. You might need to Show
card!Engage sensor to Lock/sensar. Click "Mext”

The following updates will be transmitted ko the Aperic® Lockisensor:

Adding one override credentials
- "Janitor" MIFARE Classic: 11111111
Remote open
- Activate
Card read indication
- LED
Time and date
- Current system time

Save Configuration...

i Back | [ pomext |

[ Cancel ]

Applying a stored configuration to a communication hub/lock/sensor

If you saved a configuration in the configuration wizard, you can apply it to numerous locks/sensors.
This function is available on both the Lock/sensor menu and the communication hub menu and will
only download settings that apply for the hardware selected.

Follow these steps to download a saved configuration to a lock/sensor:

1) Inthe Installation view, right click the desired lock/sensor and select Apply configuration and an earlier stored

2 Aperio ing Application - [New.i ===

File Scan Settings Help

Lockjsensor ‘Communication Hub EAC Address UHF Link T ication Hub [024521]

011043 0216F1 1 3 MAC Add

FE5 R . 5@ Iress 00:17:72:01:02

didEEs 1 . [013542] N =Y Physical Lacation Office &

014gED Esiacy @& ion Hub [024521] * Apply configuration [ Default hub installation
Configure..

Upgrade Firmware..

Pairwith lock ar sensor
Retrieve system informatian...

Change radio channels
Change EAC Address

3
Change physical location name.

Switch to Manufacturer Made

Device Status

Lock/sensor [013542]
HMAC Address
Assigned Address
EAC Address

Radio protocol version

I

Humber of paired locks and sensors 3

125
2
25 (2,475 GH2)
1,16,25
821
Legacy addre
1

[DIP Switch]

EAC offline

001 7:72:01:02
0x1230
1

2

] »

(4 USB Radio (COM 10)

May 14, 2013 11:21:24 AW
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2) Click Confirm to start the transfer.

%2 Device update canfirmation

The Following settings will be transmitted ta Communication Hub,
*fou might need to Show card/Engage sensor to Communication Hub,
Click "Confirm" ko proceed,

=]

Adding one override credentials
- "Janitor" MIFARE Classic; 11111111
Remote open
- Activate
Card read indication

Time and date
- Current system time

Cancel

3) Wait for the transfer to finish.

Please wait

0%

%% Load exported Device Settings @ ‘

4) Hold the credential at the lock, or engage the magnet for the sensor, to accept the configuration. (This will

not be required when downloading configuration to a communication hub.)

22 Waiting for user to Show card/Engage sensor @

Show cardiEngage sensor
Time remaining until imegut: 14 seconds

5) The resultis shown. The settings that could not be transferred to the specific hardware are ignored. Click

Close to finish.

¥ Device update result [

Successful:
(4 Remote open

lgnored:
3 Adding one override credentials
. Card read indication

Time and date

6) Repeat all the steps from the beginning of this section for every lock/sensor you want to configure with a

saved configuration.
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Change physical location name - communication hub/lock/sensor
This function applies to both communication hubs and locks/sensors. In the example below the
physical location name is changed for a lock/sensor.

1) Right click and select Lock/sensor - Change physical location name...

4E* Aperio Pragramming Application - [Mew_installation] EI@
File Sgan Settings Help
Locksensor Communication Hub EAC Address UHF Link. Communication Hub [024521]
011C43 0Z16F1 1
s MAC Address 00:17:72:01:02;
0148E8 Lock/sensar [113542] + Apply configuration » fion Office A
0148ED Cornmunication Hub [024521] ) Configure... gor R5485, Multipl
. Retrieve system information.., 2 6.0.22795
Upgrade Firware, .,
2rsion 1.25
Get Event Log... -
al version 23
Get Audit Trail..,
25 (2.475 GHz!
Change radio channels... is 11,16, 25
Switch to Manufacturer Mode 4521
Change physical location name... ng mods: Legacy addre
lue 1
Unpair lock/sensor from communication hub
e — [DIP Switch]
Remote open is activated
Mumber of paired locks and sensors 3
Device Status EAC offline
Lock/sensor [013542]
MAC Address 00:17:7a:01:02;
Assigned Address 0x1230
EAC Address 1
Radio protocol version 22
4| (I} 3
.4 USB Radio (COM 10) May 14, 2013 11:48:02 AM

2) Entera description that clearly identifies the lock position and click OK.
=)

Edit Physical Location in Lockisensor [0148E8]
The maximurn nurmber of characters describing
the physical location is 21

8

Physical Location  |Floor 1 - Door AH\

3) Foracommunication hub the information is updated immediately. If you change the physical location name
for a lock/sensor you will be prompted to hold the credential at the lock, or engage the magnet for the
sensor.

22 Waiting for user to Show card/Engage sensor @

Show cardiEngage sensor

Time remaining until timeout: 15 seconds

Result: After successful reading a progress bar shows the download. After update the new location
name can be found in the Lock/sensor section on the lower right side of the installation view.
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File Scan Settings Help

“Zr Aperio Prograrnming Application - [Mew_installation]

0145ED 024521

Lock/sensar Communication Hub EAC Address UHF Link.
011C43 0216F1 1 =
013542 024521 1 @ | = 0

Communication Hub [024521]

MAC Address

Physical Lacation
Firmware Flavor
Firmare Yersion
Bootloader Yersion

Radio protocal version
Channel

Radin charnels

PAN ID

EAC addressing mode
DIP switch walue

EAC Address

Remote open is activated
Mumber of paired locks and sensors

Device Status

00:17:7a:01:02:02:45:21
Office A

RS485, Multiple Lock [Aper
6.0.22795

1.2.5

23

25 (2.475 GHz)

11,16, 25

4521

Legacy address offset
1

[DIP Switch]

3
EAC offline

Lock/sensor [0148E8]
MAC Address
Physical Location
Assigned Address
EAC Address

Radio protocal version

00:17:7a:01:02:01:48:e8
Floor 1 - Door A14
ox11fd

2

23

< [T

| 2

4 USB Radio (COM 100

May 14, 2013 11:49:10 AM

Other lock[sensor functions

Get Event Log

This function displays the event log for a particular lock (not available for sensor), where you can find
all system events performed on the lock.

1) Right click and select Lock/sensor — Get Event Log.

“2 Aperin Programming Application - [New_installation]
File Scan Settings Help

f=le =

Switch to Manufacturer Made

Change physical location name...

Unpair lock/sensor fram communication hub

Devics Status

Lock/sensor [0148E8]
MAC Address
Assiged Address
EAC Address
Radio pratocol version

Device Status

Lock{sensor Communication Hub EAC Address UHF Link, Communication Hub [024521]
021671 | Iunknowr] | || & o
ress AT Tai01:02:02:45:
014860 024521 ‘ 1 ‘ =1 ‘ 00:17:Ta:01:02:02:46:21
otz | Physical Location office A
Lack/sensor [0148E8] Apply configuration RS485, Multiple Lock [Aperio protocol]
Communication Hub [024521] Configure... 6.0.22795
. Retrieve system information... 125
Upgrade Firmware..
23
Get Event Log
Get dudit Trail. EXRIEET)
11,16, 25
Change radio channels.., 4521

Legacy address offset
1
[DIP Switch]

TMDET O FAIET NCKS ana SEnsors 2

EAC offline

00:7:Ta:01:02:01:48:08
0x12¢5

2

2

Low power

(4 USB Radio (COM 10)

June 17, 2013 2:21:54 PM
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2) Hold the credential at the lock, or engage the magnet for the sensor,.
22 Waiting for user to Show card/Engage sensor @

Show cardiEngage sensor

Time remaining until timeout: 11 seconds

Result: Successful reading initiates the download of the event log.

. 5 o

%2 Retrieving Event Log @ ‘

3) Inthe eventlogwindow, click Save As... to save the information to a txt file or click Close to exit without
saving.

9

=

Event log for Lock/sensor [0145E&]
Created: May 14, 2013 11:50:34 AM CEST

Muwber Date Code

1 January 1, 2007 1:00:00 AM CET Power-On-Reset [0x9c0Z]

z Januwary 1, 2007 1:00:00 &M CET Hew battery detected [0x00le]

3 January 1, 2007 1:00:07 &M CET Flash content errors in NVM seo
4. January 1, 2007 1:00:08 AM CET Power On Helf Test (POST) perfo_
5. Januwary 1, 2007 1:00:00 &M CET Power-On-Reset [Ox9c02] 1
6 January 1, 2007 1:00:00 &M CET New battery detected [0x001£]

7 January 1, 2007 1:00:08 AM CET Power On 3elf Test (PO3T) perfo
g January 1, 2007 1:00:22 &M CET Power-On-Reset [Ox9c02]

a. January 1, 2007 1:00:22 &M CET New battery detected [0x001£]
10. January 1, 2007 1:00:30 AM CET Power On 3elf Test (PO3T) perfo
11. Januwary 1, 2007 1:00:00 &M CET Power-On-Reset [Ox9c02]

1z. January 1, 2007 1:00:00 &M CET New battery detected [0x0020]
13. January 1, 2007 1:00:08 AM CET Power On 3elf Test (PO3T) perfo:
14, Januwary 1, 2007 1:00:00 &M CET Power-On-Reset [Ox9c02]

15. January 1, 2007 1:00:00 &M CET New battery detected [0x001£]
16. January 1, 2007 1:00:08 AM CET Power On 3elf Test (PO3T) perfo:
17. Januwary 1, 2007 1:00:00 &M CET Power-On-Reset [Ox9c02]

1a. January 1, 2007 1:00:00 &M CET New battery detected [0x001£]
13. January 1, 2007 1:00:07 AM CET Power On 3elf Test (PO3T) perfo:
z0. January 7, z007 1:50:07 &M CET aoft reset

2. January 7, 2007 1:51:01 &M CET Hew Main Application Firmware po
22. January 7, 2007 l:51:01 AM CET Fystem reset [0x8E£0Z]

23. January 7, 007 1:51:10 &M CET Debmy event [FATAL, 513]

24. January 7, 2007 1:51:13 &M CET System reset [Ox8£02]

25. March 22, Z007 12:37:46 AM CET The RTC is about to be updated
< i s

The window contains information of system events including consecutive number, date, and what
type of system event that was performed. (If the number of events exceeds 200 older events are
overwritten.)
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Get Audit Trail
This function displays a complete list of all access attempts for a particular lock (not available for
Sensor).

1) Right click and select Lock/sensor — Get Audit Trail.

“Zr Aperio Prograrnming Application - [Mew_installation] EI@
File Scan Settings Help
Lock/sensar Communication Hub EAC Address UHF Link. Communication Hub [024521]
011C43 0216F1 1
Y MAC Address 00:17:7a:01:02:02:45:21
0148ER Lockfsensor [013343] L3 Apply configuration » 3l Location Office A
0148ED Communication Hub [024521] ¥ Canfigure... are Flavor RE485, Multiple Lock [Aper
T Retrieve systern information.., are Yersion 6.0.22795
parade Firmwvare... ader Version 1.2.5
Bl ag., protocol version 23
Get Audit Trail... lel 25 (2.475 GHz)
Change radio channels... channels 11,16, 25
Switch to Manufacturer hMode 2 4521
Change physical location name.., ddressing mode Legacy address offset
ditch value 1
Unpair lack/sensor from comrunication hub 5
ddress [DIP Switch]
Remote open is activated
Mumnber of paired locks and sensors 3
Device Status EAC offline
Lock/sensor [013542]
MAC Address 00:17:72:01:02:01:35:42
Assigned Address 0x1230
EAC Address 1
Radio protacal version 22
< n 3
.4 USB Radio (COM 10) May 14, 2013 12:30:14 PM

2) Hold the credential at the lock, or engage the magnet for the sensor.
“E Waiting for user to Show card/Engage sensor @

Show card/Engage sensor

Time remaining until timeout: 13 seconds

Result: Successful reading initiates the download of the audit trail.

] 4%

%2 Retrieving Audit Trail @ ‘
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3) Inthe audit trail window, click Save As... to save the information to a txt file or click Close to exit without

saving.
= =)
Audit Trail for Lock/sensor [013542]
Created: May 14, 2013 12:30:35 PM CEST
Mumber Date Cade
1. March 14, 2013 10:17:40 AM CET Access denied MIFARE Classic: 047
2. March 14, 2013 10:Z4:26 AM CET Access denied MIFARE Classic: 047
3. May 14, 2013 10:47:09 &M CEST Aeocess denied MIFARE Classic: 047
4, May 14, 2013 10:45:39 AM CE3T Access denied MIFARE Classic: 047
5. May 14, 2013 10:49:21 AM CEST Access denied MIFARE Classic: 047
B. May 14, 2013 10:50:29 AM CEST Aeocess denied MIFARE Classic: 047
7. May 14, 2013 11:45:40 AM CE3T Access denied MIFARE Classic: 047
&, May 14, 2013 11:49:42 AM CEST Access denied MIFARE Classic: 047
9. May 14, 2013 11:50:09 &AM CEST Aeocess denied MIFARE Classic: 047
10. May 14, 2013 11:52:11 AM CE3T Access denied MIFARE Classic: 047
< 1 3

The window contains information on the total number of access attempts including consecutive
number, date, access decision and what type of credential that was used at each attempt.

Retrieve system information
This function is available for both communication hub and lock/sensors.

E Aperin Programming Application - [New_installation] (== = =
File Scan Settings Help
Lockjsensar Communication Hub EAC Address LHF Link Communication Hub [024521] B
n216F1 [Lnknown] e | &
! ‘ ‘E' | MAC Address 00:47:72:01
» d—‘—‘—
PP Lock/sensor [0148ED] - =t | physical Location office A
= Hub (0245211 »  Apply configuration > |e Flavor RS485, Mul
Configure. e Wersion 6.0.22796
Upgrade Firtaware...
Pair with lock or sensor Her Version 125
fotocol
Retrieve systern information.., e 2
1 1 (2.405 G
Change radio channels.. [ 11,16,26
Change EAC Address o
Change physical location name..  lressing mode (e
Switch to Manufacturer Made ke 1 g
EAC Address [DIP Switcl
Nutaber of paired locks and sensors 2
Device tatus EAC offling
Lock/sensor [0148ED]
MAC Addvess 00:47:7a:01
Assigned Address 031209
EAC Address 1
Radio protocol version 2
Device Status Lockisens
< i '
(4 USB Radio (COM 10) June 19, 2013 12:23:50 PM

1) Right click and select Lock/sensor or Communication Hub — Retrieve system information to access the unit.

Please wait

0% -

“Z* Retrieving system information fram Communica.., @ ‘
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Result: The Programming Application connects to the unit.

2) Click Save as... to save the system information to a local storage, Click Reset diagnostic counters... to reset the

device or click Close to exit.

9
i

00:17:7a:01:02:02:45: 21 (Oxa55a)
Created: May 14, 2013 12:48:20 PM CEST
Customer Mode

1

Time since last system reset: 14 days, 18 hours, 35 minutes and 46 seconds
Production Date

Main board: Janwary 10, 2011 11:05:50 aM UTC
Device Information

Type: Aperio Hub

derial nuwber: 0

Version Information - Firmware

Flavor: R5485, Multiple Lock [Aperio protocol]
Major version: €

Minor wversion: 0

Build number: 22795

AR Code: O

Version Information - Hardware

Systen information for Communication Hub [024521], "0ffice A" i

l Save as... ” Reset diagnostic counters. .. ” Close: ]

Change EAC address

Number of paired locks and sensors 2

Device Status EAC offling

Lock/sensor [0148ED]

2 Aperio ing Application - (New._i i =3
Eile Scan Settings Help
Lockisensor Communication Hub. EAC Address  UHF Link Communication Hub [024521]
0216F1 [Unknawn] @ -
MAC A¢ 21 7T
D . - = C Address 00:17:72:01
Frve Lock/sensor [1143ED] - itz Physical Lacation Office &
Communication Hub [024521] »  Apply configuration ¥ sre Flavor RS485, Mul
Configure.., ate Version 6.0.22795
Upgrade Firmuware,
Pairwith lock ar sensor ‘ader Version 125
tacal
Retrieve system information... protocal versicn &)
el 112.405G
Change radio channels. khannals 11,16,25
Change EAC Address 5 4521
Change physical location name...  Hdressing mods Legacy adi
Switch to Manufacturer Mode  jkch value 1 7
EAC Address [DIP Switel

HAC Address 00177201
Assigned Addrass 0x12b3
EAC Address 1
Radio protecal version 23
Device Status Lockisens
[l e — +
(4 USB Radio (COM 10) June 19, 2013 12:23:08 PM

It is recommended to use the DIP Switch for setting the EAC address of communication hubs.
However, if needed the Change EAC address function allows you to digitally assign an EAC address
in the range of 1-63 (1-15 for communication hubs with several locks/sensors paired and 1-63 for

communication hubs with one lock/sensor paired).

Aperio™ Online Programming Application Manual, Document No: ST-001321-A Date: 8 juli 2013

45



Aperio™ Online

46

If the Programming Application is used to set RS 485 addresses, it will override the address
set by the DIP switch on the communication hub.

1) Right click and select Communication hub- Change EAC Address.

]
[

RS-485 Settings ‘
Selectthe EAC Address for this
Cornrmunication Hub -

EAC Address

1

@ o O & G R e

9
10 |SE\E:tthE EAC Address for this Communication Hub‘
11

2) Select the address and click OK.

Changing the Security Mode

Secure communication is normally set during first configuration of locks/sensors and communication
hubs with the configure wizard. Security mode is also accessible through the right click menu.
During normal operation the security mode should not be altered. However, if the hardware must

be sent to the factory for service or repair purposes, the security mode must be set to manufacturer
mode before service.

Explanation of symbols:

B Customer mode Door is using secure radio communication with the customer encryption key.
= Manufacturer mode Door is using insecure radio communication with the default encryption key.
@ Conflicting mode The modes in the lock/sensor and the communication hub are not the same.
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1) Right click the lock[sensor and select Switch to Customer Mode/Switch to Manufacturer mode.

[E=3 Eo |

“Zr Aperio Prograrnming Application - [Mew_installation]
File Scan Settings Help

Lock/sensar Communication Hub EAC Address UHF Link Communication Hub [0216F1]
013542 0245 Apply configuration 3 FIEI) MAL Address 00:17:7a:01:02:
0148E8 0z4s: Configure... | | & EI Firmware Flavor RS485 [Aperio|
014860 0245 6.0.22795
Lock/sensar [111C43] k Retrieve system information.., 185
Communication Hub [0216F1]
Get Event Log... 23
Upgrade Firrrare.., Get Audit Trail... 19 (2.445 GHz)
14,19,25
Change radio channels..,
16F1
Suvitch to Manufacturer Mode
. Hormal addre:
Change physical location name...
1
Unpair lack/sensor from cormmunication hub [DIP Switch]
Nurnber of paired locks and sensors 4
Device Status EAC offline
Lock/sensor [D11C43]
MAC Address 001 7:Faz0:02:
Assigned Address Dx115e
EAC Address 1
Radio protocal version 23
Device Status Lockisensor
< 1L | 3

.4 USB Radio (COM 10) May 14, 2013 12:50:23 PM

2) Hold the credential at the lock, or engage the magnet for the sensor.

“%E* Waiting for user to Show card/Engage sensor

Show card/Engage sensor
Time remaining until imeaut: 12 seconds
[

3) Aprogress bar shows that the transfer is being performed.

4) Ifthe encryption key is successfully loaded you get a message that states “Successfully updated security
mode”. Click OK.

Device update result

€2 successiully updated security mode.

Result: Check the lock symbol at the right side of the door to see that the door has been set to
Customer mode/Manufacturer mode.

Lock Communication Hub EAC Address LIHF Link.
00001 P24521 | 1 [ =
0143ES 024521 [ =
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Changing the radio channels
Changing the radio channels can be necessary if you experience interference between
communication hubs, which can occur if many hubs are installed close to each other..

To use this function, you must have the Show advanced settings checkbox checked in User
Settings, see section "User settings" on page 6. Follow these steps to change the radio
channel for the communication hub and lock/sensor:

Always change the radio channel in the locks/sensors before changing in the communica-
tion hub!

1) Select the lock/sensor in the scan result table. Right click and select Lock/sensor — Change radio channels.

@ Aperio : estie ety i | =8[BSR =]
File Scan Settings Help
Lockfsensor Commanication Hub EAC Address UHE Link Communication Hub [024521]
011C43 0216F1 1
= MAC Address 00:17:7a:01:02:
oo =Ry
DL4cER Lock/sensor [013542] » Apply configuration  tal Location office &
0148ED Communication Hub [024521] ¥ Configure... are Flavor RS485, Multip):
" Retrieve system information... are Yersion 6.0.22795
Upgrade Firmware...
ader Version 125
Get Event Log,
proterl verson 2
Get Audit Trail...
el 11 (2.405 GHz)
Change radio channels.. channels 116,25
Switch to Manufacturer Mode D 4521
Change physical lacation name... ddressing mods Legacy addre
feh value ’
Unpair lock/sensor from comrunication hub
e iddress [DIP Switch]

Rermote open s activated

Number of paired locks and sensors 3

Device Status EAC offiine
Lock/sensor [013542]

MAC Address 00:47:7a:01:02:

Assigned Address 0x1230

EAC Address 1

Radio protocol version 22

< i ] »

{4 USB Radio (COM 10) May 14, 2013 12:53:29 PM

2) Uncheck any of the three currently used channels to be able to select other radio channels. Click OK.

For the US market channel 26 is disabled.
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9

E5

Change radio channels in Communication Hub
[024521]

Atmostyou are able to set 3 separate radio
channels. To consider: YWhen changing radio
channels, all connected devices MUST be
changed before the Communication hub is
updated.

T (A BrE R
12 (2,410 GHz)
13 (2415 GHz)
14 (2.420 GHz)
15 (2,425 GHz)
16 (2,430 GHz)
17 (2.435 GHz)
18 (2,440 GHz)
19 (2,445 GHz)
20 (2.450 GHz)
21 (2,455 GHz)
22 (2.460 GHz)
23 (2.485 GHz)
24 (2,470 GHz)
25 (2,475 GHz)
26 (2.450 GHz)

[ Set preferred mask ] [ (o] 4 ] [ Cancel

3) Hold the credential at the lock, or engage the magnet for the sensor to perform the update.

22 Waiting for user to Show card/Engage sensor @

Show cardiEngage sensor

Time remaining until timeout: 15 seconds

Result: A progress bar shows that the update is being performed. The Device update result dialog
box shows the result of the update when it has been performed.

Device update result @

€2 successfully updated radio channels.

4) Repeat this procedure for all locks/sensors connected to the current communication hub.

Recommendation: Although it is possible to set different channels to locks/sensors paired with
one hub, itis preferable to use the same three channels for all locks/sensors on that communication
hub in order to create a more stable radio connection. Communication problems occur more likely
between closely installed hubs than between closely installed locks/sensors paired with one hub.
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5) Finally, change the radio channel for the communication hub: Right click and select Communication Hub -
Change radio channels.

@ Aperio Programming Spplication - [Mew_installation] EI-
File Sgan Settings Help
Lockfsensor Communication Hubr EAC Address UHF Link Communication Hub [024521]
01143 0z16F1 1
IE) MAC Address 001 7:Ta:01:02:
v . .
0148E8 Lock/sensar [113542] & Physical Location Office A
0148ED Communication Hub [024521] Apply configuration L3 Firmware Flavor RS485, Multipl
) Configure... Firmweare Yersion 6.0.22795
Upgrade Firware, .,
Pairwith lock or sensor Bootloader Yersion 125
Radio protacal version 23
Retrieve system information..,
Channel 11 (2.405 GHz)
Change radio channels... Radio channels 11,16, 25
Change EAC Address PAN ID 4521
Change physical location narme... EAC addressing mode Legacy addre:
Sweitch to Manufacturer Mode DIP switch value 1
EAC Address [DIP Switch]

Remote open is activated
MNumnber of paired locks and sensors 3

Device Status EAC offline

Lock/sensor [013542]

MAC Address 007702
Assigned Address 0x1230
EAC Address 1
Radio protocal version 22
< M 3
.4 USB Radio (COM 107 May 14, 2013 12:54:54 PM

6) Uncheck any of the three currently used channels to be able to select the same radio channels as for the
lock/sensor. Click OK.

Result: A progress bar shows that the update is being performed. The Device update result dialog
box shows the result of the update when it has been performed.

Device update result @

2 Change radio channels B @ Successfully updated radio channels.

Please wait
. .
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Setting the time of a lock
Follow these steps to set the time of a lock:

1) Selectalockin the installation view.

2) Onthe menu bar select Views-Installation Configuration and check that the Update device time during door
configuration checkbox is checked.

<2 Installation Settings @
MIFARE UID format

Select haw the MIFARE UID shall be formatted in Audit Trails
and when configuring Override Credentials.

@) Hexadecimal format (2, 25A78FA4Y

() Decimal format (i, 631738276)
() Hexadecimal format, reverse byte order {i.e, A48FATZS)

() Decimal format, reverse byte order (i.e, 2760877861)

Configuration wizard settings

Update device time during doar configuration

« ) e

3) Close the Installation Configuration view. Right click and select Lock/sensor-Configure. Click Next repeatedly
until you reach the Device Update window.

2 Configure Lock/sensar [013542] @

Device Update
The seftings are now ready to be transmitted to Lockisensar. You might need to Show
card!Engage sensor to Lock/sensar. Click "Mext”

The following updates will be transmitted ko the Aperic® Lockisensor:

Time and date
- Current system time

Save Configuration. ..

FBack | [ pomet | [ cancel |
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4) Click Next.

2 Configure Lock/sensar [013542] @

Device update resut
The result of the device update will be presented below.

Waiting for user to Show card/Engage sensor

Show card/iEngage sensor

Time remaining until imeout: 11 seconds

4 Back & Close Cancel

5) Hold the credential at the lock, to update the time.

The time of the lock will now be automatically set each time you configure and update the
device.

6) Click Close to exit the device update configuration.

2 Configure Lock/sensar [013542] @

Device update resut
The result of the device update will be presented below.

6"4 Successtully updated time and date
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Importing and exporting configurations

General

The stored configurations made in the configuration wizard, can be exported to a file so that more
than one Aperio Programming Application can share the same configuration information. When
you import an exported configuration you add it to the local configuration storage and then you can
apply that configuration to a lock/sensor or communication hub.

When you export a configuration, you cannot change the name of the configuration, only
the file name holding the configuration information. Since configurations can be shared
between different Aperio Programming Applications, it is preferable that a shared configura-
tion (identified by its unique name) also has the same meaning on all Aperio Programming
Applications. It is therefore advisable that you choose the name of the configuration wisely
when you store the configuration.

Exporting Configuration

1) On the File menu, select Export/import Configurations.

& Export/Tmport Configurations (==

Available configurations Configuration Content

Standard lock configuration Adding one override credentials
- "Admin" MIFARE Classic; 29a78fad
Security mode
- Customer Mode
Time and date
- Current system time

Irmpart... Export...

Dane

2) Select the configuration that should be exported to file and click Export.

3) Select the folder where you want to store the configuration, select a filename and click Save.
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4) Choose a password that will be used when importing the particular configuration, confirm it and click OK.

& Enter Password @

Password
Enter a passward that will be used to save the
configuration securely

Password sesssssass Export Result @

Canfirm password |esssssssss

e )
'.o_l Configuration successfully exported to file

Note that the password must contain at least 8 characters.

Importing Configuration

Importing a configuration takes a previously exported configuration and adds it to the local
configuration storage.

1) On the Views menu, select Export/Import Configurations View and click Import.

G Export/Import Configurations @

Available configurations Configuration Content

&Standard lock configuration

2) Select avalid configuration XML-file and click Open.

3) Enter the password and click OK.

¥ Enter Password @

Password
Enter the password for the configuration.

Password |essssses
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The configuration is identified by its name, not the name of the export file. When importing
a configuration that already exists in the Programming Application you will be prompted if
you want to replace the existing configuration.

Import Result @

o~
@ Configuration already exist in storage, Would you like to overwrite the existing configuration?

Deleting configuration
In the Export/Import Configurations view you can also delete existing configurations: Right click the
configuration and select Delete.

2 ExportfImport Configurations

Awailable configurations - Configural
Standard lock saskizastics Adding o
Security

- Custom

Time and

- Morrant

Upgrade of communication hub/lock/sensor firmware

This chapter describes how to upgrade communication hubs and locks/sensors with a new firmware,
The upgrade procedure will be executed only for the selected communication hub or lock/sensor,
depending on the content of the firmware. The firmware file only contains firmware applicable to
either a communication hub or a lock/sensor.

Always upgrade the communication hub before upgrading the locks/sensors. The reason is
that hub should always support older lock/sensor firmware but the opposite may not always
be possible.

When upgrading AH30 communication hubs to the latest firmware, when using the DIP
switches for EAC addressing, always check that the DIP switch is set to the correct EAC ad-
dress. If DIP 5 is active by mistake, an upgrade will result in the communication hub starting
to use another EAC address.

Upgrading

1) Ensure thatyou are using the latest version of the Aperio Programming Application. If not install the latest
version.

2) Check on the UHF Link indicator that the signal strength indicator is good enough to be able to perform
an upgrade (green or yellow). If you have bad signal strength (red) the Programming Application will not
enable the upgrade function.

Lock, Communication Hub EAC Address LHF Link.
000001 h24521 1 | | 8 |
0146E8 024521 17 v | 8
0148ED 02457 3 ‘ ! ‘
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3) Right click on the communication hub/lock/sensor in the Installation view and select Upgrade Firmware.

%@ Bperio Programming Application - [New_installation]
File Scan Settings Help

Lockfsensor ‘Communication Hub EAC
011C43 0216F1

O148E8 Lock/sensor [013542]

»
0148ED o

ication Hub [024521] *

Upgrade Firmware...

4) Select the firmware file (.afw/.fw file) and click Open.
Pt

Select firmware image file

Look jn: Aperio firmware = ? i v
. I_rni 3 4,
= .
;‘3‘ Ll ApErfnZ_clﬂD_mlfarePIus—Z.ﬁ.-ll.BM.afw
Tidigare || Aperio?_LF_SDR-3.09.afu
|| Aperio?_p100_LF_SDR-2.6.4.1199.afu
|| build_c100_aperio?_mifarePlus-8.1,22357.afw
Skrivbord
E‘I
Mina dokument
i ™|
-
Dator
L Filename:  |Aperio2_c100_mifareDesfire-2,6.4,1344 afw
Makverk "
RIENC Files of type: | aperio Firmuware Flle (*.afwy*.fur) =

5) Enter the password supplied with the firmware.
2 Enter Passward @

Lisenord
Ange [Gsenard far filen

Losenord |esssssss

Result: The firmware upgrade window is shown, with a list of the units that may be upgraded.
Depending on the firmware file, the list of firmware may vary. Two examples are shown below.

& Upgrading Lack/sensor [D148E8] @
Firmware 2 Upgrading Lock/sensar [0143E8]
Lock - Main Application Lock - Main Application
Firmware =
6.1.19489 e Firmware Version 6.1.19489 Lock - SDR et
Lock - UHF Progress Information 3.8.0 v S =
ol =t Il g P
B3LIEEED Mot started In o
= Mot started

Lock - Secure Area S — .

2.6.18976 — —
Com ) (o] | | (o
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6) Click on Release Info to get more information about the selected .afw file.
& Release Info @

Aperio Yersion

2.6.1

Description

Lock FW file for release 2.6.1, sautomatically
generated for devices of type
Zx_cl00 mifarelesfire

Check in the release info window that the .afw file used for upgrade is consistent with the

lock/cylinder type. A C100 afw file must be used with cylinder locks. An E100 afw file must
be used with escutcheon locks etc.

7) Close the Release Info window.

8) Checkthat the new firmware version is higher than the firmware version currently loaded on the hardware.

% Upgrading Lock/sensor [013542] @
Firmware

Lock - Main Application Lock - Main Application
Gl 1R Firmware Version 6.1.19489
Lock - UHF Progress Information
2D Mot started
Lock - Secure Area S —
2.6.18976

No sanity check is done by the Programming Application before the firmware download
starts. Applying an older firmware than installed can cause the hardware to malfunction.

9) Allfirmware is selected to be downloaded by default. Uncheck firmware that you do not wish to download.

% Upgrading Lock/sensor [0148E6] @
Firmware

Lock - Main Application Lock - Main Application
Gl 1R Firmware Version 6.1.19489
Lock - UHF D Progress Information
2D Mot started
Lock - Secure Area S —
2.6.18976

10) Click Start to initiate the upgrade process.
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11) If you are upgrading a lock/sensor you will be prompted to hold a credential at the lock/engage sensor
before the download starts.

% Upgrading Lock/sensor [0148E6] @
Waiting for user to Show card/Engage sensor

Show card/iEngage sensor
Time remaining until imeout: 14 seconds

Result: The upgrade will start with the first selected firmware in the list. A green arrow to the left of
the selected firmware will indicate the firmware is being upgraded and the firmware is downloaded.
%2 Upgrading Lack/sensor [0148E8] @

Firmware

58

Lock - Main Application

6.1.19489 Firmware Version 6.1,19489
Lock - UHF Progress Information
2.3.18976 Loading Firmware
Lock - Secure Area I —
2.6.18976

Clase Start.

Lack - Main Application

After finished download, the device res

% Upgrading Lock/sensor [0148E6]
Firmware

Lock - Main Application
6.1.19489

Lock - UHF
2.3.18976

Lock - Secure Area
2.6.18976

tRelease Info

=

Lack - Main Application

Firmware Version 6.1.19489
Progress Information
Resetting device

. Lo |

Clase Retry

ets.

12) Click Next to continue with the next firmware in the list. Or click Close to cancel the rest of the firmware

upgrade process.

%2 Upgrading Lock/sensor [1148E8]
Firmware

Lock - Main Application
= B.1.19489

Lock - UHF
2.3.18976

Lock - Secure Area
2.6,18976

| Release Info :

=)

Lack - Main Application
Firmviare Yersion 6.1.19489

Progress Information

Dane

13) After all firmware is downloaded, click Done.

% Upgrading Lock/sensor [0148E6]
Firmware

Lock - Main Application

el Firmware Version 2.6,18976
Lock - UHF Progress Information
2.3.18976

Lock - Secure Area
* 2.6.18976

=

Lock - Secure Area

Done
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Upgrade failure

A failed update is typically due to bad radio conditions. The work around is to move the USB Radio
closer to the communication hub and try update again.

1) Click Save support information to file if desired and click OK to close the error message.

& Upgrading Lack/sensor [D148E8]
Firmware
Lock - Main Application & Lock - Main Application
8.1.13485 Firmware Version 6.1.19489
Lock - UHF Progress Information
2318878 Not started
Lock - Secure Area (&l 0%
2.6.18976

2 Error occurred

=]

@ Mo response was received from the device, This could be caused by radio disturbances, please kry again,

Save suppoart information to File ] |

Clase

2) Click Retry to try the upgrade again.

% Upgrading Lock/sensor [0148E6] @
Firmware

Lock - Main Application Lock - Secure Area

oL 1A Firmware Version 2.6,18976
Lock - UHF Progress Information
2.3.18976

Lock - Secure Area
2.6.13976

i Release Info
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5 Installation of Programming Application and Drivers

Installation of the Programming Application and USB radio dongle

Computer specifications

The Aperio Online Programming Application should be installed on a computer with the following
specifications:

- Laptop

- 32/64-bit version of Windows 7, Windows 8, Vista or XP

-USB 2.0

Files needed for the installation

- Aperio Programming Application software version 2.6.4.X

- Encryption key file.

These files should be delivered from your lock distributor.

Installing the Programming Application

Follow these steps to install the Programming Application and the drivers necessary for installation

of the Radio dongle:

1) Unpackthe Aperio distribution file (i.e. progapp-x.y.z.zip/progapp_US-x.y.z.zip), including the setup.exe file,
in a temporary folder.

2) Run the setup.exe file.

Result: The Aperio Programming Application is installed and necessary drivers for the Radio dongle
are copied to the computer.

The Aperio Programming Application is bundled with Java, so no separate Java installation is
required.
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Installing the USB Radio Dongle

Install USB radio dongle drivers in Windows 7

Follow these steps to install the USB radio dongle driver in Windows 7. For installation in Windows
XP see section "Install Radio dongle drivers in Windows XP" on page 67:

1) Connect the Aperio USB radio dongle device to a USB port on your laptop.

V Tritech TriBee
' USB dongle

Other USB devices containing a radio (like WLAN/WiFi) connected to the laptop should be
placed as far away from the USB Radio dongle as possible. If the radio link is weak, use an
USB extension cable or an external USB HUB.

2) Window 7 will not be able to automatically install the USB Radio and will display a notification according to
below, or similar.

A\ USB Device Not Recognized XX
One of the USB devices attached to this computer has
malfunctioned, and Windows does not recognize it.
For assistance in solving this problem, click this
message.

3) You must perform a manual installation in the Device manager: Open the Control panel in Windows and click
Device Manager.

[E=E Bl =5

@Ov‘gé b Contral Panel » Hardware and Sound » - |4? ‘ | Search Con.. |

File  Edit Wiew Tools Help

Control Panel Home - .
/ Devices and Printers

Systen and Security 43_!‘@?_ Add adevice | Addaprinter | Add a Bluetooth device | Mouse '&'M&lﬁ
Metwork and Internet @ AutoPlay
& Hardware and Sound Change default settings for media or devices Play CDs or other media automatically
Programs C&p Sound
“=¥"  Adjust system volume | Change systemsounds | Manage audio devices

User Accounts and Family
Safety \[«; Power Options
Appearance and Change battery settings | Change what the power buttons do

FEEmE Require a password when the computer wakes | Change when the computer sleeps | Choose a power plan
Clock, Language, and Region

Ease of Access ! DISplay
o

Make text and other items larger or smaller | Adjust screen resolution | Connect to a projector
Connect to an external display

@ Windows Mobility Center
=]

Adjust commeonly used mobility settings | Adjust settings before giving a presentation

HP 3D DriveGuard

I
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4) Navigate to Other devices - TriBee USB and right click and select Properties.

2 Deviee Manager o s
File Action View Help
e @B Hm & s

48 TabakPack?
¥ Acronis Devices
5 Batteries
> {2 Biometric Devices
Blustooth Radios
.8 Cornputer
+  Disk drives
&, Display adapters
> ] DYD/CD-ROM drives
> 0 Human Interface Devices
> G IDE ATAATAP] controllers
5 @ IEEE 1394 Bus host controllers
> Keyboards
5P Mice and other pointing devices
> L] Modems
> B Monitors
> & Network adapters
a5 Other devices

I

[l TriBee
] PCMClA s Update Driver Software.
. B Portsble De|  Disable
4 7 Ports (CO Uninstall

5 ECP-skr
[ Processors Scan for hardware changes

15 Serurity D . -
Properties

5) Inthe Properties dialog, click the Driver tab and click Update Driver...

Tritech TriBee LUSE Properties @

General | Driver | Details

Tritech TriBee USE

Drriver Provider. Tritech

Driver Date: 2009-10-22

Drriver Version: 2600

Digital Signer: Mot digitally signed

Driver Details To view details shout the: driver files
Update Driver To update the driver software for this device,
Fioll Back Driver If the device fails after updating the: driver, roll

back to the previously installed driver

Disables the selected device.
Uninstall To uninstall the driver [Advanced).
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6) Inthe Update Driver Software dialog click on Browse my computer for driver software.

@ | Update Driver Software - USB Serial Port

How do you want to search for driver software?

% Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

& Browse my computer for driver software

Locate and install driver software manually.

Cancel

7) Ifthe Aperio Programming Application has been installed a typical path to the driver folder is C:\Program
Files\Assa Abloy\Aperio Programming Application\Tritech TriBee USB Driver.
Click Browse... to locate the driver folder. Then click Next.

@ Il Update Driver Software - USB Serial Port
Browse for driver software on your computer

Search for driver software in this location:

Abloy\Aperio Programming Application\Tritech TriBee USB Driver Browse...

[]Include subfalders

# Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

8) Depending on the windows system history regarding driver installations you may have to confirm driver
installation. If so, select Install this driver software anyway.

@ Windows Security @

Windows can't verify the publisher of this driver software

< Don't install this driver software

You should check your manufacturer's website for updated driver software
for your device.

< Install this driver software anyway
Only install driver software obtained from your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal
information.

(v) See details
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9) The first part of the installation is now done.

@ I Update Driver Software - TriBee USB Serial Port (COMLS)
Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

TriBee USB Serial Port

10) After the first part of the installation one or several notifications may be displayed and indicate that the unit
has not been correctly installed. This is normal and no corrections are necessary.

11) Click Close in the dialog boxes to return to the Device Manager. Navigate to Other Devices — USB Serial Port,
right click and select Properties.

=) Device Manager E’
File Action View Help
ol Mol NERN ? Nocl AN

1> & Metwork adapters
4 |3 Other devices
| Broadcom USH

7y USB Serial Port.|

»

[ n Processors Update Driver Software...

a BT 5D host adapters Disable

Pk SDA Standard

! g SDA Standard| Ul |
4 a Smart card reader Scan for hardware changes 1
p-#| Seund, video and

1 &5 Storage controlle Properties

[y Systemn devices

4 E Universal Serial Bus controllers

a Generic USB Hub

a Intel(R) ICHI Family USB Universal Host Controller - 2034
a Intel(R) ICHI Family USB Universal Host Controller - 2935 L
a Intel(R) ICHI Family USB Universal Host Controller - 2036

a Intel(R) ICHI Family USB Universal Host Controller - 2037

P a Intel(R) ICHI Family USB Universal Host Controller - 2038 il

Opens property sheet for the current selection,
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12) Repeat from step 5 until the second part of the driver is installed.

Ed

@ |l Update Driver Software - TriBee LSB Serial Port (COMLS)
Windows has successfully updated your driver software

Windows has finished installing the driver software for this device:

TriBee USE Serial Port

13) Reboot the computer.

14) The installation is now complete. If needed, enter the Device Manager to verify that the correct driver
version is installed for both the TriBee USB Serial Port (COMx) and the Tritech TriBee USB.

A check mark will appear in the left bottom corner after startup of the Programming Application,
showing the connection status with the USB Radio dongle.

2 Aperio Programming Application =&
File Scan Settings Help

Lockjsensor  Communicati... EAC Address  UHF Link

L.+ USB Radio (COM 10)

(4 USB Radio (COM 10) June 17, 2013 3:01:37 PM
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Install USB radio dongle drivers in Windows Vista
Follow these steps to install the USB radio dongle driver in Windows Vista:

1) Connect the Aperio USB Radio Dongle device to a USB port on your laptop.

V Tritech TriBee
' USB dongle

2) Click Cancel in the Found new Hardware dialog.
[-7] Found New Hardware ==

Windows needs to install driver software for your TriBee
UsSB

@ Locate and install driver software {recommendec
Windows will guide you through the process of installing driver software
for your device.

# Ask me again later

Windows will ask again the next time you plug in your device or log on.

@ Don't show this message again for this device
Your device will not function until you install driver software.

Cancel

3) Perform a manual installation similar to the Windows 7 installation procedure in section "Install USB radio
dongle drivers in Windows 7" on page 61.
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Install Radio dongle drivers in Windows XP
Follow these steps to install the USB Radio Dongle driver:

1) Connect the Aperio USB Radio Dongle device to a USB port on your laptop.

Tritech TriBee
USB dongle

2) Select No, not this time (do not use Windows Update to search for software) and click Next.

Found Mew Hardware Wizard

Welcome to the Found New
Hardware Wizard
Windows will search far current and updated software by

looking on wour computer, on the hardware installation CD. or on
the YWindows Update ‘Web site [with pour permission].

Head ol privacy palicy

Can 'Windows connect to Windows Update to search for
software?

() Yes, this time only
() Yes. now and every time | connect a device
() Mo, not this lime

Click Mext b continue:

Cancel

3) SelectInstall from a list or specific location (Advanced) and click Next.

Found Mew Hardware Wizard

Thiz wizard helps you install software for.

Tiitech THBEE LISE

'\'J If your hardware came with an installation CD
252 or Hoppy disk. insert it now.

What do you want the wizard to da?

(O Install the software automatically (R ecommended)
@ install from a list or specific location [Advancedf

Click Mext b continue:

< Back “ Meut > ][ Cancel
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4) Select Search for the best driver in these locations. Unselect Search removable media, select Include this location

in the search and click Browse.

Found Mew Hardware Wizard

Please choose your search and installation options.

(%) Search for the best diver in these locations.

Use the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

[[]Search remavable media (foppy, CO-ROM. |
Include this location in the s=arch

| .

() Don't search, | will choose the diiver to install

Choase this option to select the device driver from a list. “indows does not guarantee that
the driver pou choose will be the best match for pour hardware.

< Back “ Meut > ][ Cancel

5) Select the Tritech TriBee USB Driver folder located in the Aperio Programming Application main folder. Click

OK and then Next (in the Found New Hardware Wizard).

Browse For Folder

eld

Select the folder that contains drivers for wour hardware.

=l |23 Program Files -~
= 2) Assa Ablay
=/ | ) Aperio Programming Application
| apericinstallations

1= lib

To view any subfolders, click a plus sign above.

6) After the installation is done, click Finish.

Found Mew Hardware Wizard

Please wait while the wizard installs the software. .

@ Tiitech THBEE LUSB

7] 7

Setting a system restare point and backing up old files in
case your system needs to be restored in the future.

Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finished installing the software far;

E Tiitech THBEE LISE

Click Finish to close the wizard

Result: The system now displays the installation procedure for the TriBee USB Serial Port.
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7) Repeat steps 2-6 of this procedure for the serial port driver. When done, click Finish.

Result: Windows has installed the drivers and the hardware is ready to use. Windows shows a pop-up
message indicating if the driver installation was successful.

Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finished installing the software far;

Kg THBEE USE Serial Port

Click Finish to close the wizard

8) Ifneeded, you can verify that the drivers for the TriTech TriBee USB (USB Controller) and the TriBee USB
Serial Port (Ports (COM & LPT)) are working by opening the Computer Management Control Panel:

=} Computer Management 8=
g File  Action  Wiew ‘Window  Help ;@J
«» BEEFs 2

(=), Computer Management (Local) = % IRGENFALKTI30

=15y System Tools + 48 Batteries
& [f] Evert Viewer # Iy Computer
3 Shared Folders +]- g Disk drives
+ % Local Users and Groups + fg Display adapters
£ g Petformance Logs and Alert - k DVD[CD-ROM drives
Device Manager +1{=y IDE ATAJATAPI controllers
= @ Storage +-» Keyboards
® Remowable Storage #- ") Mice and other pointing devices
Disk Defragmenter + ; IMonitars
Disk Management +-E8 Metwork adapters

 Ports (COM& LPT)

5 Prinker Port (LPTL)

r;yi THEEE IUSE Serial Port (COM3)
o Processors
@, sound, video and game controllers

® Bﬂ Services and Applications

3
+
+

Intel{R) 82801FE/FEM USE Universal Host Controller - 2658
Inkel{R) 82801FB/FEM USEZ Enhanced Host Controller - 265C
Tritech THEEE LISB

UsB Root Hub

USE Root Hub

(: i )
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Updating the USB Radio driver
To update an existing Tritech TriBee USB Driver you need to manually update both the TriTech TriBee
USB bus driver and the Tritech TriBee USB port driver.

If you have an older driver that works fine, you do not need to upgrade, but if you experience
problems with the driver or if you are running the Aperio Programming Application on Windows 7 or
Vista, you are encouraged to ensure that you are using the latest driver.

Check current driver version

Do the following:

- Windows 7 or Vista: Open the Device Manager. Double-click on TriBee USB Serial Port (COMx)
under Ports (COM & LPT).

- Windows XP: Open the Computer Management Control Panel. Double-click on the Tritech TriBee
USB Serial Bus driver under Universal Serial Bus controllers.

Itis important not to let Windows find the driver automatically, since it will fail and install
the wrong version.

Update in Windows 7 or Vista

1) Checkthat the USB Radio Dongle is connected and open the Device manager.

2) The following hardware is to be updated:

- Ports (COM & LPT) - TriBee USB Serial Port (COMXx)
- Universal Serial Bus controllers — Tritech TriBee USB

= Device Manager EI@

File  Action  Wiew Help

&= | 5 EH= 8 B&S

4.7 Ports (COM & LPT) -
DT ECP-skrivarport (LPTL)

H ‘? TriBee USB Serial Port (COM10)

» ]k Pracessars

5|12 Sercwrity Devices

>4 Sound, video and gare contrallers

s &7 Storage controllers

oM Sypstern devices

a- ﬂ Universal Serial Bus controllers

B Intel(R) ICHE Farnily USB Universal Host Contraller - 2830
B Intel(R) ICHS Farnily USB Universal Host Contraller - 2831
B Intel(R) ICHE Farnily USB Universal Host Controller - 2832
B Intel(R) ICHS Farnily USB Universal Host Contraller - 2834
B Intel(R) ICHE Farnily USB Universal Host Controller - 2835
B Intel(R) ICHE Farnily USB2 Enhanced Host Contraller - 2836
B Intel(R) ICHE Farnily USB2 Enhanced Host Cantraller - 2834
1§ Tritech TriBee USE

B UZSB Mass Storage Device

- § USB Root Hub

- § USB Root Hub

- § USB Root Hub

- § USB Root Hub

1
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3) Double-click the TriBee USB Serial Port (COMXx) driver under Ports (COM & LPT). Enter the Driver tab click
Update driver.

TriBee USE Serial Part (COMI6) Properties

General | Port Settings | Driver | Details

TriBee USB Seral Port (COM16)

Driver Provider: ~ Tritech

Driver Date: 2008-10-22

Driver Version: 2000

Not digitally signed

Driver Details To view details sbout the driver files

Update Driver. To update the driver software for this device.

If the: device fails after updating the driver, roll
back to the previously installed driver.

Boll Back Driver
Disable Disables the selected device.

Uninstal To uninstall the driver (Advanced).

=1
g
5
a
o
&
3
]

4) In the Update Driver Software dialog, click Browse my computer for driver software and click Next.

@ | Update Driver Software - TriBee USB Serial Port (COML6)

How do you want to search for driver software?

% Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

% Browse my computer for driver software
Locate and install driver software manually.

Cancel
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5) Browse for the new driver and click Next.

€3 L Update Driver Software - TriBee USE Serial Port (COMIE)
Browse for driver software on your computer

Search for driver software in this location:

‘Application\Tritech TriBe USB Driver il

[]Include subfalders

# Let me pick from a list of device drivers on my computer

This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

6) Depending on the windows system history regarding driver installations you may have to confirm driver
installation. If so, select Install this driver software anyway.

Id Windows Security

Windows can't verify the publisher of this driver software

< Don'tinstall this driver software

You should check your manufacturer's website for updated driver software
for your device.

< Install this driver software anyway

Only install driver software obtained from your manufacturer's website or
disc. Unsigned software from cther sources may harm your computer or steal
information.

i:\_f;] See details
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7) The first driver is now installed.

&) L Update Driver Software - Tritech TriBee USB
Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:
Tritech TriBee USB

8) Click Close and go back to the Device Manager. Now double-click the Tritech TriBee USB driver under
Universal Bus controllers.

9) Install the second driver by repeating from step 3. When done the same message as above (Windows has
now updated driver software) is displayed.

10) Reboot Windows and open the properties dialog in the Device Manage again for the two TriTech TriBee USB
drivers and verify that they are using the latest driver version 2.6.3.

Update in Windows XP

1) Checkthat the USB Radio Dongle is connected. Open the Windows Hardware Update Wizard for the Tritech
TriBee USB driver by clicking Update Driver in the Tritech TriBee USB properties window.

2) Select Don't search. | will choose the driver to install option and click Next.

Hardware Update Wizard

Please choose your search and installation options.

(0 Search for the best diver in these locations.

Use the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

@Dont search, | wil choose the diver ko install:

Choase this option to select the device driver from a list. “indows does not guarantee that
the driver pou choose will be the best match for pour hardware.

< Back “ Meut > ][ Cancel
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3) Click Have Disk... and Windows will guide you in three steps to select the Tritech USB driver folder located in
the Aperio Programming Application program folder.

The content of this window can vary depending on what USB radio driver you currently have
installed.

Hardware Update Wizard

Select the device driver you want to install for this hardware.

Select the manufacturer and model of your hardware device and then click Mext. IF you
%P hawe a disk that containg the driver pou want to install, click Have Disk.

Show gompatible hardware

Model
Tiitech THBEE LISE Wersior: 2.0.0.0 [2006-05-19]
Tiitech TriBEE USE Version: 2.4.6.0 [2008-03-13]

& This driver is not digitally signed!

Tell me why driver signing is important

< Back “ Meut > ][ Cancel ]

4) Click Browse..., navigate to the Aperio Programming Application folder and open the Tritech TriBee USB
Driver folder.

Install From Disk
Insert the manufacturer's installation disk, and then
L make sure that the corect drive is selected below

LCopy manufacturer's files from:

C:A\Program Filestssa Abloy\aperio Programming M | Biowse.

5) Forthe Tritech TriBee USB bus: Select the FTDIBUS driver file.
For the Tritech TriBee USB port: Select the FTDIPORT driver filer.

Click Open.
Locate File [B]=]
Look jn: | |9 Tritech TriBee USB Driver M €] ? 5 _
) [ amdss
e | =y
My Recent ~FTDIRUS:
Documents “4FTDIPORT
=
[
Desktop

My Diocuments

My Computer

.. Fils name: FTDIBUS [~ [oeen_ ]
MyMNetwork | Files of lype:

6) After the installation process of the USB bus driver, repeat steps 1-5 for the Tritech TriBee USB port driver.
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7) Reboot Windows. To check the new driver versions, open the properties dialog in the Computer
Management Control panel again for the two TriTech TriBee USB drivers.
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6 Regulatory Information Regarding the Aperio USB

Radio Dongle

Compliance

This device complies with Part 15 of the FCC

Rules and with RSS-210 of Industry Canada.

Operation is subject to the following two

conditions:

- this device may not cause harmful interference,
and

- this device must accept any interference
received, including interference that may cause
undesired operation.

Changes or modifications made to this
equipment not expressly approved by Tritech
Technology AB may void the FCC authorization
to operate this equipment.

According to FCC15.247:

To comply with RF exposure compliance
requirements, the device must not be co-located
or operating in conjunction with any other
antenna or transmitter.

Security Statement
The following security measures are applicable
to Aperio:

Authentication

According to FCC15.105 (b)
Information to the user

This equipment has been tested and found to
comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits
are designed to provide reasonable protection
against harmful interference in a residential
installation. This equipment generates uses

and can radiate radio frequency energy and, if

notinstalled and used in accordance with the

instructions, may cause harmful interference

to radio communications. However, there is

no guarantee that interference will not occur

in a particular installation. If this equipment

does cause harmful interference to radio or

television reception, which can be determined
by turning the equipment off and on, the user is
encouraged to try to correct the interference by
one or more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the
equipment and receiver.

- Connect the equipment into an outlet on a
circuit different from that to which the receiver
is connected.

- Consult the dealer or an experienced radio/TV
technician for help.

3-pass mutual authentication (challenge-response protocol) based on AES128.

Standard Aperio authentication scheme.

Confidentiality in communication

The communication is encrypted by a unique session key.

Confidentiality of information in the

Secret information such as encryption keys is never visible outside the protected

lock flash of the microcontroller.
Encryption key Unique encryption key seed for each installation.
Database The encrypted database in Programming Application is password protected. The

computer must also be physically protected.

AES and RNG tested according to NIST (National Institute of Standards and

Applicable tests

Technology) test vectors.
http:/[csrc.nist.gov/groups/STM/cavp/documents/ rng/RNGVS.pdf

http://csrc.nist.gov/publications/fips/fips197[fips-197.pdf
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